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and Treatment

Section: 4 Risk A

Sarbanes Oxley COSO

Determine risk reaiment options: Apply approprate
conirols, accept risks, aveid isks or ransler fisk to
olher patiss

Monitor and Evaluate:
- MET Monitor and Evaluats IT Performance
- ME2 Monitor and Evaluats internal Control

4.1 Plan and Organize: - Rigk Assessmant Security Standard: 1.8, Assezs Fizk
Assessing Security Risks - PO Assass and Manags IT Risks - Objective Setting a) 1. Risk Analysis ()
Identit, quantfy, and priritize rizks agamst criteria - Evert Hentiication
|for risk acceptance relevant to the erganization Monitor and Evaluate:

- ME3 Ensure Reguiatory Complianca

- ME4 Provds IT Govemance
42 Plan and Organize: ~Fisk Azponsa Security Standard: 11.G. Managa and Gartrol Fiisk
I Treating Security Risks - POY Assess and Manage IT Risks - Evert Wentification a) 1. Risk Managemert: (R]

Section: 5 Security Policy

5.1

Security Policy

|An information sacuriy policy documant should be
approved bymanagamen, and pubiihed and
communicated ol employees and relevant
extemal partes. Tha information sacurity policy
should be reviewed at planned inervals

Plan and Organize:
-PO1 Define a Stralege T Flan

- P04 Dafng the IT Processes, Organizafion and
Felationchips

- POE Communicate Managsment Ams and Direction
-PO7 Manage IT Human Rssources

- Intermal Environment
- Objective Setiing
- Rigk Assessmant

Security Standard:
a) 1. Sancion Palicy (7]
a) 2. Assigned Securiy Responsiilty (F)

LA Information Secury Program
1L, Objecives
1A Imeice Board of Direciors

Section: 6 Organization of Information Security

6.1

Internal Organization

| management framework should be sstatlished to
iniate and cortrol the implementation of information

Deliver and Support:
- DS5 Ensure Systems Secuity

- Intemal Envirorment
- Gontrol Actviies
- Information and Germmunication

Security Standard:
a) 1. Information System Actvty Review (F)
a) 2. Assigned Secuily Responsiolty (R

LA Information Secury Program
1L, Cbjecives

1A, imvolve Board o Directors
11G: Manags and Gortrol fiisk
1. Rapor o the Board

Information shawd be classfied to indicala tha nead,
prorties and expacied degres of protacton

- POY Aszazs and Manage IT Risks

Deliver and Support:
- DS5 Ensura Systams Security

a) 1. ik Analysis ()
a) 1. sk Managemant (R)

sacurty wihin tha organizatin
6.2 Plan and Organize: - Intemal Environment Security Standard; 1IlC. Manage and Control Risk
External Parties - POB Manage Qualty - Risk Asseszment b) 1. Writen Gontract or Othsr Arangemant (R 111D, Oversss Sarvize Provdsr
| To mainiain tha security ofinformation and ) - ‘C;-ntm\ l»\clwm:sc " Arrangements
information processing facillies fhat are accessed, | Deliver and Support: (I A S Ln=ten
processed, communicated to, of managed by - D51 Dfins and Manags Servics Lsvels - Monitoring
extemal partiss - D52 Managa Third-Farly Servioes
- DS5 Ensure Systams Secuity

Section: 7 Asset
7.1 [Plan and Organize: ~Control Actviies [Physical Standard: WA
Responsibility for Assets FO4 Dafne the IT Frocesses, Organization and d) 2. Devica and Media Controls - Accouniabily (4]
|All asssts chould be accountad for and have a Felationzhips
nominated onnsr
7.2 Plan and Organize: ~Fisk Assessmeni Security Standard: WA

Cl P02 Dafine the Information Architecture - Evan Wentification

a1
Prior to Employment
T encure that employess, contrastors, ard tird

Section: 8 Human Resources Security

Plan and Organize:
- PO7 Manags T Human Aesourcas

- Intermal Envronment
- Gontrol Activiies
- Informaticn and Gommunication

Security Standard:
a) 1. Sanciion Polcy (R
a) 3. Auheization andlor Supervision (A}

11LG. Manage and Gontral Risk

palicy inthe course of their normal work

party users understand rssponziiliies, and s |Deliver and Support: a) 3. Workiorce Clearancs Pracadurs (4)
suiabls for their rolss - D512 Manage the Physical Envronment a) 5. Sacurty Remingers (4)

8.2 [Plan and Organize: Intemal Envionment Security Standard: G Mhanaga and Cortrol sk
During Employment -PO7 Manage IT Human Resources - Gartrol Acties a) 5. Bacuriy Reminders 4)

T anzure that employses, contractors and third «Informaticn and Comm unication

party users are awara of information secury hreals | Deliver and Support:

and concams, and are equippad to support sscurty | - DS7 Educale and Train Users

8.3

I Termination or Change of Employment

| To ensure that employess, contractors and tird

party users ext an organization or changs
orderly manner

Plan and Organize:

P04 Define the IT Pracaczas, Organization and
Relalionships
-PO7 Manage IT Human Resaurces

NiA

Security Standard:
a) 3. Termination Procadures (A)

Section: 9 Physical and Environmental Security




